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Russian disinformation in Sudan e Introduction

Introduction

Understanding the mechanisms and implications of Russian disinformation in Sudan is
crucial to addressing its broader consequences for the country's stability and democratic
aspirations. With Sudan emerging as a pivotal battleground for global powers, Russia has
been increasing its strategic foothold by supporting the Sudanese Armed Forces (RSF)
and the Rapid Support Forces (SAF) at various stages of the conflict (Afriyie, 2024). This
support, in the form of military aid and economic interests, forms part of Russia's broader
strategy to shape its influence. The strategic importance of Sudan's Red Sea coast, which
Russia views as a vital waterway for its geopolitical presence in Africa, cannot be
overstated (McGregor, 2024). Moreover, Russia is keen to capitalize on Sudan's abundant
natural resources, particularly gold, with Sudan reportedly being used to finance its war
effort in Ukraine (Pettersson, 2022).

Conflicts and wars are more suitable for the flourishing of propaganda discourse,
especially when it is necessary to provide justifications to the domestic or international
community and to add positive values to the actions and practices accompanying the war.
The Russian-Ukrainian conflict has witnessed comprehensive propaganda communication,
especially from the Russian side, which used it to pave the way for war in its nature and
characteristics. It is, in fact, a war of invasion, not a war of liberation or defense. It is a war
between two unequal parties in terms of military, political, economic, and geographical
power. It is a war between two countries that have much in common historically,
civilizationally, culturally, and religiously. All of this necessitated the production of a
propaganda discourse that seeks to create a dialectical communication environment
abroad, especially in Africa, for example, where there is no consensus on condemnation,
and domestically, to make a rally and bear the consequences of war as an inevitable
option.

The research methodology for this report includes content analysis, examining media
content, social media posts, and other materials related to Russian-backed disinformation
campaigns. Case studies analyze a number of specific incidents or campaigns to illustrate
the dynamics of Russian disinformation in Sudan. Academic literature reviews, policy
reports, and reliable news articles complement primary research in this context. This
approach ensures a comprehensive understanding of the phenomenon, covering its
various aspects and providing practical insights that empower us to counter its negative
impacts.
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Chapter1.
Russian Information Strategy:
Foundations in Hybrid and Information Warfare

Hybrid warfare is certainly not a new phenomenon. Historians coined the term to describe
the simultaneous use of conventional and irregular forces in the same military campaign
(Concordiam, 2019). However, since the early 21st century, it has become a common way
to describe the changing nature of contemporary warfare. It includes cyberattacks,
massive disinformation campaigns, and information manipulation. Social media has
become a major communication channel for spreading disinformation, rumors, and
deepfakes and is an integral part of war strategy (Wither, 2016). It is widely used to
coordinate actions, gather information, and, most importantly, influence the beliefs and
attitudes of target audiences and even mobilize them for war.

Russia's information strategy is a key element of its foreign policy, rooted in the concepts
of hybrid warfare and information warfare. This strategy uses disinformation and
propaganda to achieve political, military, and strategic goals without direct military
intervention (Kelley, 2024). Hybrid warfare refers to a combination of conventional military
force and unconventional tactics such as cyberattacks, economic pressure, and
information manipulation. Information warfare is a key pillar of this approach. In the
Russian context, hybrid warfare aims to weaken opponents by exploiting internal divisions,
eroding trust in democratic institutions, and fostering confusion and discord (Jakubiak,
2022). Russia uses a range of tools to spread disinformation, with state-run outlets such
as RT (Russia Today) and Sputnik serving as disinformation vehicles, presenting biased or
false narratives under the guise of credible journalism (Yang et al., 2024). Social media
(Facebook, X, TikTok, etc.) and botnets amplify divisive content, spread fake news, and
manipulate public opinion. Hacking and leaking sensitive information to embarrass political
opponents or destabilize institutions is also used. Looking to the future, we can expect
further developments in hybrid warfare, with the potential for more sophisticated
cyberattacks, advanced deep fake technology, and the use of artificial intelligence to
manipulate public opinion.



Russian disinformation in Sudan « Chapter 2. « Political and media situation in Sudan

Chapter 2.

Political and media situation in Sudan

Sudan has experienced multiple external interventions in its internal affairs, which have
negatively impacted its ability to build strong and independent institutions and
infrastructure. For decades, Sudan has suffered from poor infrastructure and the provision
of essential services such as education, health, and economic infrastructure, which has
hindered the building of effective institutions. Sudan has also experienced long periods of
authoritarian rule and human rights abuses, making the process of building these
institutions difficult and complex. Sudan suffers from enormous economic challenges,
which negatively impact its ability to accommodate the process of creating a modern state
that meets the needs of its people. While Sudan shares similarities with many other African
countries in its post-colonial context and challenges, several factors distinguish it and
make it a potentially useful model for addressing the crisis of building democratic
institutions. Sudan is the third largest country in Africa in terms of area, with diverse
geographic features ranging from deserts to savannas (worlddata.info, 2024). Its size and
diverse terrain pose unique governance challenges, such as managing decentralization
and addressing regional disparities, that may resonate with other large African states.
Sudan is one of the most ethnically and religiously diverse countries in Africa, with over
500 ethnic groups and a mix of Muslims, Christians, and indigenous beliefs. This diversity,
combined with historical tensions between Arab and African identities, reflects the
complexities of identity politics prevalent in much of sub-Saharan Africa (Gumbert, 2010).

Sudan's protracted civil war between North and South Sudan, which led to South Sudan's
secession in 2011, is a significant historical event with implications for state-building,
conflict resolution, and post-secession reconciliation. Sudan has significant natural
resources, including oil, which have impacted its economic dynamics and political stability.
Managing resource wealth, coupled with economic challenges such as poverty and
inflation, presents common dilemmas facing the country.

Under the harsh conditions that threaten the collapse of state institutions, Sudanese
journalists are courageously confronting the challenges of war and its impact on the media
in Sudan. Since the outbreak of war between the Sudanese army and the Rapid Support
Forces on April 15, 2023, The Sudanese media environment has been deeply affected by
the war, transforming into a space dominated by challenges and conflicts. This
transformation implies that the media is no longer just reporting on events but is itself
embroiled in the conflict. It is a constant struggle, dealing with issues like political
polarization, propaganda, disinformation, and threats to journalistic freedom. This makes
the media landscape a reflection of the broader complexities and obstacles stemming
from the ongoing war. (Free Press Unlimited, 2023). This impact has not spared any media
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institution, from newspapers to radio stations and televisions. These institutions are now in
a critical state, dealing with the destruction and looting of their resources caused by the
war, including vital communication infrastructure and the Internet. They also face
persecution and attacks on their media and journalistic staff, all while combating a
systematic campaign of misinformation and false propaganda. (Al-Awad, 2024).

The suspension of newspapers and media outlets in Sudan as a result of the war has led
to the displacement of journalists and media professionals in all media outlets. Most of
them fled the war outside Sudan or into other states, while some of them are still present
in the Sudanese capital, Khartoum, in some safe areas, and even in areas of clashes (ADF,
2024). In addition to the suffering of journalists in light of this war, the weakness of the
Internet network and the impact of its infrastructure on events, as some parties to the
conflict used it as a weapon to win battles. For instance, there were cases where
communication towers were targeted, leading to the weakening of the service or its
interruption (UNESCO, 2024).

During the war, print media was greatly affected, and it struggled despite the difficult
circumstances of the digital transformation. A number of journalists moved to work in
other media outlets. The struggle to control the media narrative remains a large part of the
broader conflict in Sudan. The power of the media narrative cannot be underestimated, as
it shapes public perception and understanding of the situation, and it is this power that
allows for the expansion of external media misinformation (Philip, 2023).

State media in Sudan aims to reinforce the official narrative of the state and is subject to
strict censorship. For example, the Sudan Broadcasting Corporation (SNBC) operates
national television and radio channels, and the Sudan News Agency (SUNA) is the official
news agency responsible for disseminating government news and announcements.
Another example is Radio Omdurman, a state-owned radio station that broadcasts
government views and cultural programming. Sudan Television, also known as Al-Sudania,
is the national television network that often broadcasts pro-government narratives, official
speeches, and carefully censored content. There needs to be more diversity in presenting
viewpoints, making it less attractive to young people seeking credibility (International
Media Support, 2007). Private media has more space for criticism and opposition.
Examples include Al-Sudani, a widely read newspaper, and Al-Tayyar, which faced a
government-imposed suspension for its critical reporting. Another notable outlet is Al-
Jarida, which is known for its independent stance and willingness to address sensitive
topics. Although based outside Sudan, Radio Dabanga is an important source of
independent news for the Sudanese public, with a focus on humanitarian and political
developments. However, it is not immune to challenges and faces financial constraints and
political pressures, as the government can restrict some media outlets through closure or
censorship. Alternative media outlets run by independent groups or activists have
emerged to document events, especially during political crises.
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However, the press is not immune to challenges and often faces financial constraints and
political pressure. The government has a history of restricting media outlets through
censorship, suspension, or outright closure, as evidenced by the frequent targeting of
newspapers such as Al-Tayyar and Al-Jarida, which have been shut down or suspended
multiple times for publishing critical content. For example, in 2008, during the era of
ousted dictator Omar al-Bashir (1989-2019), more than 150 Sudanese journalists went on
a 24-hour hunger strike to protest censorship by state security agencies. Three opposition
newspapers announced that they would stop publishing for three days, and writers from
other publications would withdraw their articles to draw attention to what is described as
an escalating campaign to impose severe restrictions on the media. In 2012, Sudan
witnessed a wave of protests against the Bashir regime, which led the authorities to
confiscate copies of several newspapers, including Al-Sahafa and Akhir Lahza, due to their
critical coverage of events. Also, in 2014, the government closed Al-Maidan newspaper,
the mouthpiece of the Sudanese Communist Party, for covering issues related to
corruption and the suppression of freedoms.

Public trust in the official media in Sudan has declined, especially in light of the ongoing
war between the Sudanese army and the Rapid Support Forces, which has revealed the
bias of official and private media in favor of certain parties. Journalists have faced
intimidation by the warring forces on both sides of the unrest for reporting on human
rights violations or even remaining neutral. A study conducted by the Sudanese Journalists
Network confirmed that the Sudanese public is increasingly turning to alternative media
and social media platforms for news due to the lack of transparency and credibility of the
official media. Also, a report by the Reuters Institute for the Study of Journalism in 2020
indicated that Sudanese people are increasingly using digital and independent media as
their primary source of information, reflecting a decline in reliance on official media.

The media in Sudan, in general, reflects the reality of political and social divisions and
shows the challenges facing the country in achieving a free and independent media that
fairly represents all parties.



_}v Instytut Badari

Russian disinformation in Sudan « Chapter 3.  Disinformation tools and techniques used by Russia &% nad Turcja

Chapter 3.
Disinformation tools and techniques
used by Russia

Russia presents itself as a global power that - unlike many other global powers - have
never been a clolonial force on the continent and harbors no imperial ambitions. This
perception, which is deeply rooted in the African mentality in general and in Sudan in
particular, remains part of the popular understanding that has been formed over the
decades due to the history of relations between Russia and African countries.

Graphics 1 and 2 below show how this perception, which is linked to colonial history and
imperialism, is exploited. These graphics, which contain demonstrations or celebrations
under the slogan “Thank you, Russia,” are accompanied by the flags of both Russia and
Sudan. Graphics 1 (Shalabi, 2024) shows pictures of First Deputy Permanent
Representative of Russia to the UN Dmitry Polyanskiy and Sudanese Army Chief Abdel
Fattah al-Burhan. It says in Arabic: "l rose up free, proud, brave and a hero." This is linked
to Russia’s use of a veto at the UN Security Council on November 18, 2024, when Russia
was the only country out of 15 members of the council to oppose a draft resolution calling
for an end to the war in Sudan. However, pro-Russian media propaganda portrayed this
veto as a defense of Sudan’s sovereignty against Western hegemony, which helped
reinforce the prevailing perception in some circles in Sudan and Africa of Russia as an ally
against Western imperialism.
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Graphics 2.
Graphics 1. Source: Shalabi. Osman. F. [@fouadosman23]. (10.12.2024).
Source: Shalabi. [@user28141595681538]. (10.12. 2024). Sudan’s Sudan’s media shift during the war [Wideo]. TikTok. https://
media shift during the war [Wideo]. TikTok. https://vm.tiktok.com/ vm.tiktok.com/ZNeTKEWb8/

ZNeTKEmxc/

In recent years, Russia has extended invitations to several African leaders to visit Moscow,
including Sudan, in a bid to leverage its relations with African elites who were educated in
the Soviet Union during the Cold War. Many of these African leaders, who studied in Soviet
countries, have risen to prominent positions in their respective countries, such as South
Africa, Angola, and the Central African Repubilic.

Russia uses a variety of tools to achieve its strategic goals in Africa, including propaganda
campaigns that promote the narrative that Russia supports the liberation of Africa from
Western imperialism. Russia has relied heavily on the Wagner Group to achieve its
strategic goals in sub-Saharan Africa. Although the Wagner Group's presence was
intended to protect Russian companies in Africa, its role in reality extended to establishing
economic ties in extractive activities such as mining natural resources such as gold in
Sudan. Sudan ranks third in Africa, producing over 90 tons of gold annually, although
production is often inaccurate due to artisanal mining and smuggling (Nasr, 2023). The
Wagner Group has also helped Russia establish political and military ties and alliances on
the African continent by providing support in the form of weapons and training.

Russia positions itself as an alternative partner to former colonial powers (such as France
and the United Kingdom), often criticizing these powers for what is seen as
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neocolonialism, with the aim of securing access to Africa's natural resources such as gold,
uranium, and oil (Ikenze, 2022).

Russia in Africa uses a combination of disinformation, media, and informal networks to
spread its influence through state-controlled media and disinformation campaigns. RT and
Sputnik are expanding their operations in Africa, producing content in multiple languages,
including English, French, and Portuguese, tailored to African audiences (Wesolowski &
Gatanazi, 2023). These outlets often portray Russia as a champion of sovereignty and
anti-colonialism, in contrast to the West's "exploitation" of Africa.

Social media and bots linked to Russia also amplify pro-Russian narratives, especially
during elections or political crises. Examples include discrediting opposition groups or
promoting narratives against Western-backed initiatives. It presents itself as a long-
standing ally of African sovereignty and independence. Private military contractors and
propaganda groups such as the Wagner Group play a dual role in militarily supporting
regimes (e.g., Mali and the Central African Republic) (Marigliano et al., 2024).

Pro-Russian narratives dominate local media, portraying Russia as a stabilizing force while
criticizing French and UN operations. In Mali, after the withdrawal of French forces, Russia
filled the vacuum with military aid and support for Wagner, and disinformation campaigns
accused France of supporting terrorism, fanning anti-French sentiment, and legitimizing
Russian intervention.

In Sudan, Russia supports the ruling elite, exploiting disinformation to influence public
opinion and secure favorable mining concessions, especially for Gold. Russian tactics in
Sudan are often tailored to the Sudanese social and political landscape. However, the
urgency and relevance of the topic are highlighted by the key tool and technique used by
Russia-digital media manipulation. This involves spreading pro-Russian narratives across
social media platforms, particularly Facebook, with content that promotes pro-Russian
positions and discredits Western powers. Networks of fake accounts run by organizations
such as the Internet Research Agency amplify Russian narratives and undermine opposing
views. Disinformation campaigns are often tailored to local cultural and political contexts,
such as emphasizing anti-colonial rhetoric or resonating with historical Sudanese
grievances.

On May 27, 2021, Facebook took a significant step in combating disinformation by
removing a network of accounts that used fake profiles, pages, and groups to amplify pro-
Russian content in Sudan (Graphics 3 and 4 ). The content primarily focused on promoting
Russia's image as a friend of the Sudanese people while simultaneously portraying
prominent Sudanese leaders as pawns of the United States. The pages and profiles
promoted positive stories about Russia, with a particular focus on aid packages sent by
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Russian oligarch Yevgeny Prigozhin and exaggerating the benefits of establishing a
Russian military base in Port Sudan (Knight, 2021).
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Graphics 3.
Source: https://medium.com/dfrlab/inauthentic-facebook-assets-
promoted-russian-interests-in-sudan-2623c58b1f7f

Graphics 4.
Source: https://medium.com/dfrlab/inauthentic-facebook-assets-

promoted-russian-interests-in-sudan-2623c58b1f7f

This is not the first time Russia-linked content has been identified in Sudan. In 2019,
Facebook identified pages linked to entities associated with Prigozhin and his private
military company, the Wagner Group. Again, in 2020, the Stanford Internet Observatory
and Graphical analyzed eight pages targeting Sudan that were linked to Russia as part of a
Russian operation. In both reports, a number of the pages presented themselves as
"news" pages and posted political content focused on improving Russia's image (Knight,
2021).
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So, the themes covered by Russian disinformation in Africa are anti-Western colonialism
messages, criticizing Western powers as neo-colonial exploiters, and positioning Russia as
a fair and equal partner. Russia promotes strongman politics in Africa by discrediting
democratic opposition as puppets of Western interests. It also exploits conflicts and crises
in Africa to amplify pro-Russian narratives while blaming Western powers for instability. It
highlights resource deals as mutually beneficial partnerships while undermining competing
bids from Western companies. Many regions in Africa lack strong media literacy, making it
challenging to detect disinformation, and political instability creates fertile ground for
Russian narratives.
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Chapter 4.

Analysis of the effects of disinformation

4.1. Political effects of disinformation

First, there is a strong link between the scope of disinformation and instability.
Disinformation campaigns have directly led to deadly violence (disinformation is one of the
causes of the current war in Sudan), encouraged and approved military coups, silenced
members of civil society (character assassination campaigns), and served as a
smokescreen for corruption and exploitation (Sudanese gold by the Wagner Group).

Evidence that Russia plays a major role in destabilizing and supporting military coups in
Sudan is the role played by the Russian Wagner Group since December 2017. The group
began providing its political and military services to former Sudanese President Omar al-
Bashir after Moscow negotiated a series of economic and security deals with him in
November of the same year. These deals included granting gold mining concessions to the
M-Invest company linked to the head of the Wagner company, Yevgeny Prigozhin (Ramani,
2019). They were accompanied by misleading media campaigns that supported the
survival of the regime. This regime came to power through a military coup in 1989 and
committed horrific massacres against the Sudanese people, especially in the Darfur
region. The International Criminal Court also accused the ousted head of state and coup
leader, Omar al-Bashir, of committing crimes against humanity (Mendes, 2019). After al-
Bashir was overthrown in April 2019, Wagner’s activities in Sudan continued through
misleading media campaigns that enabled it to adapt to the transitional government. In
October 2021, the group supported a military coup that led to the formation of a
government more inclined to strengthen relations with Russia. However, this coup fueled
conflicts between political and military forces in Sudan, paving the way for the devastating
war that broke out on October 15, 2023 (Doxsee, 2023). These Russian interventions,
which included political and economic support and media disinformation, proved to be of
great importance in undermining stability in Sudan and dragging it towards more conflicts
and coups.

The political effects of disinformation also include undermining trust in political institutions
and destabilizing the political and social order, which may lead to violence or rebellion (as
in Sudan). Disinformation can also change public attitudes toward foreign countries, such
as Russian disinformation toward Western countries (Sanchez & Middlemass, 2022).

For example, reports published in the Sudanese newspaper Al-Rakoba alleged that
Russian intelligence conducted a large-scale disinformation campaign, promoting claims



Russian disinformation in Sudan « Chapter 4. « Analysis of the effects of disinformation

that Ukrainian forces were fighting alongside the Sudanese army in the war against the
Rapid Support Forces. The reports indicated that these forces, estimated to number 650,
operate under the umbrella of a network run by a Ukrainian businessman close to the
Kremlin, Viktor Medvedchuk, and are stationed at a mountain base near the city of Al-Jili in
Sudan’s River Nile State. According to the newspaper, this campaign aims to achieve two
goals: discredit Ukraine and link it to war crimes in Sudan, in addition to providing logistical
and military support to the Sudanese army to secure Russia’s interests in the region,
including the establishment of a military base on the Red Sea(alrakoba, 2024). Although
there is no evidence to support these claims, Russian intelligence’s disinformation has
contributed to distorting Ukraine’s international image and complicating diplomatic efforts
to end the Sudanese conflict.

With the outbreak of the December 2018 revolution in Sudan, which toppled the deposed
dictator Omar al-Bashir in 2019 (Medow, 2022), the counter-revolutionary forces used
websites and social media networks to practice media and information deception by
spreading fake news, lies, and rumors to hinder the democratic transition. Countries going
through periods of democratic transition and various crises, as is the case in Sudan, are
burdened with a double burden that hinders the process of democratic transition and
sustainable development (el-Battahani, 2023).

4.2. The social consequences of disinformation

The social effects of disinformation are profound and have a significant impact on society.
They include incitement to political violence and hatred against a specific group in society,
as is happening now in Sudan (Vasist et al., 2024). The exploitation of ethnic, customary,
and religious diversity in this context is a pressing issue. Disinformation is increasing social
division by spreading information that stirs up tensions between different social groups. It
also delegates trust in social institutions, deepens negative classification and prejudice
against others from the social classes, reduces the participation of individuals and
institutions in social programs, and reduces the sense of belonging of individuals in society
to their society. Most importantly, it leads to a feeling of alienation from society's values,
which has a significant societal impact (Lartey, 2024).

There are many examples of this during the current conflict in Sudan between the
Sudanese army and the Rapid Support Forces. Misinformation has spread on social media,
accusing certain groups of allying with the parties in the conflict or conspiring against the
interests of the community (Saad, 2024). For example, information has spread claiming
that some tribes from the Darfur region in western Sudan support the Rapid Support
Forces, leading to acts of revenge and violence between local communities.
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Some misinformation campaigns have also included accusations that refugees and
displaced persons, especially from Darfur, are responsible for the escalation of the conflict
due to their support for one of the parties to the war, especially the Rapid Support Forces
(Gallopin, 2024). These allegations have contributed to increasing discrimination against
displaced persons and their exclusion from humanitarian assistance in some areas. This
information can easily be misleading and very harmful. The social and ethnic reality in
Sudan is very complex, especially since the vast majority of the Rapid Support Forces are
from the tribes of the Darfur region. However, their presence in these forces does not
necessarily represent those tribes, and thus, it is easy to use media misinformation in this
context. These examples reflect how disinformation can deepen social divisions, intensify
conflicts, and be easily exploited by external actors, including Russia.

Sudanese society is multi-ethnic, multi-religious, and multi-cultural. This diversity has
caused many wars and conflicts that have continued for decades and led to the secession
of the South from the North in 2011 (Vhumbunu & Rudigi, 2019). The wars that broke out in
the Darfur region also led to the displacement of millions of people from their areas
(Ammar, 2023). Consequently, this media deception and disinformation pursued by
regional parties, including the United Arab Emirates, Russia, and other parties, has further
exacerbated this reality. Media deception and disinformation in Sudan are also considered
one of the main tools used in the current war in Sudan between the Sudanese army and
the Rapid Support Forces (Plaut, 2024). This conflict has caused the worst humanitarian
disaster in history, a perspective echoed by the United Nations organizations (Al Jazeera,
2024).

Social media has become an arena for a moral war that is raging in parallel with the
ongoing battles on the ground in Sudan between the Sudanese army and the Rapid
Support Forces. It serves as a tool to gain public support or spread misinformation and
fake news. The virtual battles on social media were monitored by the Beam Reports
Center, which specializes in investigating the flow of misleading information in Sudan.
Their report, published in conjunction with the outbreak of fighting in Sudan in mid-April
2023, revealed that social media sites were flooded with a torrent of misleading
information from both sides of the conflict and news and video clips about victories in
fictitious and unreal battles (Beam Reports, 2024). This was all promoted by an electronic
army that broadcasts conflicting information that serves the party it works for, with the
aim of mobilizing public opinion highlighting the significant impact of social media on
public perception. Since the beginning of September 2023, the Beam Reports Observatory
has begun publishing a monthly report detailing the most prominent false claims and
disinformation operations that have been monitored, as this comes in the midst of a fierce
media war that has been raging between the warring parties on the ground in Sudan since
April 15, 2023. The study monitored foreign actors, representing: "Russia - United Arab
Emirates - Egypt - Ethiopia."
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4.3. International and Regional Implications

Media misinformation is one of the tools of propaganda and psychological warfare
directed at public opinion in circumstances of political crises and wars. Black propaganda,
rumors, and fake news are used to mislead, distort facts, confuse matters, and cause
political poisoning to confuse local, regional, and international public opinion
(Lewandowsky et al., 2012). With the explosion of communication technology and digital
transformation, the emergence of social networking sites, and the flow of information, the
danger of media and information misinformation on public opinion has doubled due to the
speed and ease of the flow of news and information in the virtual digital world in the
Internet space or the global village (Grzywiriska & Batorski, 2016). Despite the massive and
unprecedented flow of information in the digital world, the world, without exception, has
begun to suffer from what is known as information disorder and information imbalance,
which, in its various forms, has dire consequences for journalism and the news industry
(Kandel, 2020). It causes further erosion of confidence in the credibility of news,
journalism, and journalists in favor of individuals or entities who share inaccurate,
fabricated, or misleading information. Misinformation is considered one of the most
prominent threats to democracy worldwide, as even countries with long-standing and
established democracies have not been spared from its threat (Baron & Ish-Shalom, 2024).

The activities of media disinformation, particularly by Russia, have significantly influenced
Sudan's international relations, both regionally and globally. In its regional environment,
misinformation campaigns have exacerbated tensions with neighboring countries with
whom Sudan shares historical and tribal connections (IWMI, 2024). For instance, Sudan
and Chad share a long history of ethnic and tribal overlap, with many communities
straddling the border. This shared history has often led to close ties but also to tensions,
as is the case now. Similarly, Sudan and Ethiopia have a complex relationship due to their
shared border and historical interactions (Berg, 2008). Misinformation also works to draw
tensions between Sudan and other countries or regional organizations such as the African
Union, the Intergovernmental Authority on Development (IGAD), and countries such as the
United States, the European Union, and others.
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Chapter 5.

Conclusions and Recommendations

The disinformation dynamics used by Russia in Sudan highlight a broader strategy of
hybrid and information warfare aimed at advancing its geopolitical goals. This is achieved
by exploiting Sudan's political instability, economic challenges, and the ongoing conflict
between the Sudanese army and the Rapid Support Forces since April 15, 2023. Russia
leverages systematic media disinformation to secure access to strategic resources, such
as Sudan’s gold, while positioning itself as an alternative to Western influence, which it
portrays as imperialistic. This manipulation extends beyond traditional media to social
media platforms, particularly Facebook, where bots, fake accounts, and targeted
propaganda campaigns amplify pro-Russian narratives.

Sudan's geopolitical importance and strategic Red Sea coastline, coupled with its
abundant natural resources, have made it a focal point for international competition.
Russia's activities in Sudan reflect a multi-faceted approach combining military support,
economic partnerships, and disinformation campaigns that align with its broader global
objectives.

The consequences of Russia's strategy are profound: it undermines Sudan's democratic
aspirations, deepens societal divisions, and perpetuates cycles of conflict and
dependency. To counter these challenges, Sudan needs a comprehensive approach that
includes strengthening independent institutions, promoting media literacy, and fostering
international cooperation to combat disinformation.

Addressing Russian disinformation in Sudan is not just a regional concern but a global
imperative, as it reveals the interconnectedness of hybrid warfare tactics in shaping the
political landscape. Understanding and countering these efforts requires vigilance,
cooperation, and a commitment to promoting transparency, accountability, and democratic
values in Sudan and beyond. The lack of binding international regulations on
disinformation and the misuse of advanced technologies, such as artificial intelligence,
further complicates efforts to address these challenges. Countries undergoing democratic
transitions, such as Sudan, face a compounded burden that hampers their ability to
achieve sustainable development and political stability.

Information manipulation has strained Sudan's relations with neighboring countries such as
Chad and Ethiopia. With which it has long-standing historical ties while also complicating
its interactions with global powers and regional organizations. The interplay between
disinformation and geopolitical interests has exacerbated tensions and threatened long-
term peace and cooperation in the region.
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5.1. Recommendations

Sudan must first establish democratic foundations for governance that are capable of
adopting or strengthening legal regulations to define, criminalize, and punish media
deception and disinformation as international crimes.

The most important thing in this context for Sudan and the countries of the region is to
encourage media literacy and public awareness and to include educational initiatives that
include curricula on how to identify, verify, and combat false information, as well as
awareness of the dangers of disinformation and empowering societies to question and
challenge misleading narratives.

It is essential for the concerned countries, as well as Sudan, to establish specialized units
within state institutions to monitor, analyze, and effectively combat disinformation and to
invest in advanced communication technologies and training programs for specialists in
corporate communications as a necessity. In this context, it is necessary to cooperate and
work together with international organizations, such as the United Nations, the African
Union, and the European Union, to combat the global nature of disinformation in Sudan,
which has been suffering from exploitation for decades, wars, economic and social
backwardness, poverty, and underdevelopment, recognizing and addressing social and
economic disparities, ethnic tensions, and historical grievances to reduce societal
divisions exploited by Russia and other countries to exploit its natural resources and
fostering an environment conducive to peace, stability, and democratic growth.

Poland, as an important and active member of the European Union, can play an important
role in helping Sudan counter Russian disinformation by focusing on initiatives that
strengthen the resilience of Sudanese institutions and media outlets, especially since
Poland has long-standing historical ties with Sudan. Moreover, Poland should focus on
implementing concrete and direct-impact projects, such as infrastructure development
and educational exchange programs. Such initiatives demonstrate a genuine commitment
to the well-being of Sudan and contribute to countering narratives that portray Russia as a
defender of Sudanese interests against Western imperialism.

Poland could lead the establishment of an EU task force dedicated to combating media
disinformation in Sudan. This team could provide the necessary expertise and develop
strategies tailored to the Sudanese context. At the same time, Poland could actively
support peace negotiations and conflict resolution in Sudan, thus strengthening its role as
a compelling stabilizing actor. In addition, Poland can leverage its expertise in cultural
diplomacy to foster good relations through cultural exchanges, providing scholarships, and
organizing cultural initiatives that reflect a genuine partnership built on mutual respect and
shared values.
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